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Nomadic Lass (2012). Planning. https://flic.kr/p/bfzJAB

https://flic.kr/p/bfzJAB


The importance of Access

Service providers generate, store, use, and disclose facets of 
our growing digital footprints  

Access to information: A foundational right in a data society

Ericsson (2013). Mobile Data Traffic By Application Type. https://flic.kr/p/eBtd3G

https://flic.kr/p/eBtd3G


DSI’s Mission

Personal data accountability through 
applied research & development: 

Proof-of-concept tools  
Data standards and best practices  
Comparative analysis of industry practices 

Working with citizens, advocates, 
government, and industry 

Operates out of the Citizen Lab



The Citizen Lab
Research at the 
intersection of the 
Internet, global security, 
and human rights 

Rigorous technical testing 
complemented by 
analysis of political 
context 

Global network of 
researchers, advocates, 
activists

Citizen Lab / Aurich Lawson



Background

Dr. Christopher Parsons’ Canadian 
telecom transparency project:

Institute of Network Cultures (2012). Max Schrems.  
https://flic.kr/p/bpvzoj

Investigates how telecommunications data is 
monitored for state security and intelligence 
purposes.

Prior work in EU

Christopher Parsons

https://flic.kr/p/bpvzoj


Motivation for AMI

Janelle (2011). Day 82: Information. https://flic.kr/p/9t4ay2

Individuals have legal tools 
to access their information, 
but no support 

Need for greater control, 
transparency, and 
accountability 

Send a strong signal to 
industry

https://flic.kr/p/9t4ay2


Access My Info



Goals for AMI

Raise awareness of access 
rights 

Empower creation of 
access requests 

Start with tailored requests 
for telco industry; extend to 
others in future

trombone65 (2014). noch ein Tor. https://flic.kr/p/ofHQwE

https://flic.kr/p/ofHQwE


Design Rationale

Entire process runs locally in a web browser; no 
inputted data sent to server(s). 

Request filer as autonomous individual 

Open Source software (Apache 2.0)

Logo for Apache software. Trademarked by Apache Software Foundation



The Process





Access My Info
Choose your service provider



Access My Info
Input your contact information



Access My Info
Add your account details



Access My Info
Done! Save a PDF or send an email



Introduction &!
Legal Justification
Requesting All Records  
with Personal Information

These specific records 
in particular

Any additional information

Obligation to respond

Information to help 
identification

What’s in a request?



Access My Info
Invitation to external website



Access My Info!
Opt-in phase; external website



Sample Response: Fido



Sample Response: Fido

Information Requested

Response: 
Paste in 3 pages of 
direct excerpts  
from PIPEDA



Findings

Telcos dealt with requests 
in different ways 

Little information provided 
about data retention, third 
party disclosures 

Small survey 
demonstrated mixed 
degrees of consumer 
satisfaction



Impact
50,000+ visitors to the app 

Tens of thousands of requests 
filed across 30 telcos; greater 
awareness of right to information 

Media coverage helped raise 
awareness 

Telcos adapting practices to 
better process access requests; 
opportunity for differentiation 

Interest from Privacy 
Commissioner’s Office; 



Limitations
Filing a request is easy; dealing 
with (non) responses not 
facilitated 

Feedback loop not closed 

“Zero-knowledge” approach 
limits hard data collection 

Striking a balance between 
capacity-building and automation 

Implementation challenges

M. C. Escher (1953). Relativity.



Future Work
Pending funding:!

Extend to new industry 
categories and jurisdictions 

Human-centred redesign 

Structured data format for 
access requests 

Work with industry on 
consumer feedback 
mechanism

Matherly, John (2014). I Pinged All Devices on the Internet, here's a Map of them. https://imgur.com/aQUHzgu

https://imgur.com/aQUHzgu


Thank you
!

Questions?!
!

File a request: https://digitalstewards.ca/ami 

!

Get in touch:  
andrew@digitalstewards.ca 

@andrewchilts

https://digitalstewards.ca/ami
mailto:andrew@digitalstewards.ca

